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( U ).Clarification of information briefed during DIA's 1 December briefing on CTD

( U This responds to request forinformationfrom Chris Soghoian Senior Advisor for
Privacy and Cybersecurity , Office ofSenator Ron Wyden ( D -OR).

( U Question 1. Please confirm “DIA purchases commercial location data , which
originates from apps installed by consumers ontheir smartphones . DIA purchases
locationdata generated by phones located outside the United States and inside the United
States.DIA's data provider does not supply separate streams ofUS andforeign location
data , and DIA processes the locationdata as it arrives to identify U.S. location data
points, which it segregates in separate database. DIA personnelcan only query this
databaseof U.S. location data when authorized by the chief ofstaff andDIA's office

of general counsel. Permission to query DIA's database ofcommercially acquired U.S.
device location data has been granted five times inthe past two and a halfyears when
DIA first started buying this source of data .

( U ) DIA currently provides funding to another agency that purchases
commercially available geolocation metadata aggregated from smartphones. The
data DIA receives is global in scope and is notidentified as U.S. location data

location data bythe vendor at the time it is provisioned to DIA
processes the location data as it arrives to identifyU.S. location data points, that it
segregates ina separate database. DIApersonnel can only query the U.S. location
database when authorized through a specific process requiring approval from the
Office of General Counsel (OGC) Office of Oversightand Compliance (
and DIA senior leadership. Permission to query the U.S. device locationdata has
been granted five times in the pasttwo- - a-halfyears for authorized purposes.

(U) Question2. Pleaseconfirm DIA has interpretedthe Supreme Court's Carpenter
decision as only applyingto locationdata obtainedthroughcompulsory legalprocessand
thatCarpenter does not apply to data purchased by the government. "

( U ) We confirm that DIAdoesnot construethe Carpenter decision to require a

judicial warrant endorsing purchase oruseofcommercially -available data
intelligencepurposes. Carpenter involved an administrativesubpoena from law
enforcement authorities tosecure -site records revealingthe whereaboutsofa
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specificU.S. personover an extendedperiod. TheSupremeCourtheld, inter alia,

that the government'sacquisitionof the -site informationunder such

circumstances- eventhoughthe informationcame froma thirdparty- qualifiedas

a searchunder theFourthAmendment. By its terms,the decisioninCarpenter is
" anarrow one." The Court expressly didnot " consider...collectiontechniques
involving nationalsecurity." By extension, the Court did notaddress the process,

ifany, associatedwithcommercialacquisitionofbulk commercialgeolocation

data for foreign intelligence/ counter- intelligencepurposes. Nonetheless, the

privacy concernsraisedbyCarpenterin the lawenforcement contextbear'on

procedures has putintoplace to control accesstoand use of commercialdata

collectedfrom geolocationswithin the U.S. Inthis regard DIA'sacquisition, use,
andstorage of commercialgeolocation data is governedby the Departmentof

Defense'sAttorney General-approveddata handlingrequirements(Departmentof
DefenseManual5240.01) , which by terms "[ e] stablishes procedures to enable

to conduct authorizedintelligenceactivities in mannerthat protectsthe
constitutionaland legalrights and theprivacy and civillibertiesof U.S.persons "
We to monitorcourt decisionsapplyingto Carpenter for indicationsthat
membersofthe IC arerequiredto securesomeform of warrantto acquire

commercialgeolocationdata or usesuch data for foreign intelligence/counter
intelligencepurposes.

(U) Preparedby: William S.Stewart, OCC - 1, 202-231-0843
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