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1. Title 18, United States Code, Section 1028(d)(7) 
 
the term “means of identification” means any name or number that may be used, alone 
or in conjunction with any other information, to identify a specific individual, including 
any— 
 
(A) name, social security number, date of birth, official State or government issued 

driver’s license or identification number, alien registration number, government 
passport number, employer or taxpayer identification number; 

 
(B) unique biometric data, such as fingerprint, voice print, retina or iris image, or other 

unique physical representation; 
 
(C) unique electronic identification number, address, or routing code; or 
 
(D) telecommunication identifying information or access device (as defined in section 

1029(e)). 
 

2. Title 18, United States Code, Sections 1029(e)(1), (2), and (3); 
 
(e) As used in this section— 
 
(1) the term “access device” means any card, plate, code, account number, electronic 

serial number, mobile identification number, personal identification number, or 
other telecommunications service, equipment, or instrument identifier, or other 
means of account access that can be used, alone or in conjunction with another 
access device, to obtain money, goods, services, or any other thing of value, or that 
can be used to initiate a transfer of funds (other than a transfer originated solely by 
paper instrument); 

 
(2) the term “counterfeit access device” means any access device that is counterfeit, 

fictitious, altered, or forged, or an identifiable component of an access device or a 
counterfeit access device; 

 
(3) the term “unauthorized access device” means any access device that is lost, stolen, 

expired, revoked, canceled, or obtained with intent to defraud. 
 

3. Title 18, United States Code, Section 1029(b)(2) provides in relevant part: 
 

Whoever is a party to a conspiracy of two or more persons to commit an offense under 
subsection (a) of this section, if any of the parties engages in any conduct in furtherance 
of such offense, shall be fined an amount not greater than the amount provided as the 
maximum fine for such offense under subsection (c) of this section or imprisoned not 
longer than one-half the period provided as the maximum imprisonment for such 
offense under subsection (c) of this section, or both. 
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4. Title 18, United States Code, Section 1029(a)(2) provides, in relevant part:  
 

Whoever knowingly and with the intent to defraud traffics in or uses one or more 
unauthorized access devices during any one-year period, and by such conduct obtains 
anything of value aggregating $1,000 or more during that period… shall, if the offense 
affects interstate or foreign commerce, be punished as provided in subsection (c) of this 
section. 

 
5. Title 18, United States Code, Section 1029(a)(3) provides, in relevant part: 

 
Whoever knowingly and with intent to defraud possesses fifteen or more devices which 
are counterfeit or unauthorized access devices… shall, if the offense affects interstate or 
foreign commerce, be punished as provided in subsection (c) of this section. 

 
6. Title 18, United States Code, Section 1029(a)(6) provides, in relevant part:  

 
Whoever, without the authorization of the issuer of the access device, knowingly and 
with intent to defraud solicits a person for the purpose of (A) offering an access device  
. . . shall, if the offense affects interstate or foreign commerce, be punished as provided 
in subsection (c) of this section. 
 

7. Title 18, United States Code, Section 1029(c) 
 
(c) Penalties.— 
 
(1) Generally.—The punishment for an offense under subsection (a) of this section is— 
(A)in the case of an offense that does not occur after a conviction for another offense 
under this section— 
 
(i) if the offense is under paragraph (1), (2), (3), (6), (7), or (10) of subsection (a), a 

fine under this title or imprisonment for not more than 10 years, or both; and 
 
(ii) if the offense is under paragraph (4), (5), (8), or (9) of subsection (a), a fine 

under this title or imprisonment for not more than 15 years, or both; 
 
(B) in the case of an offense that occurs after a conviction for another offense under this 
section, a fine under this title or imprisonment for not more than 20 years, or both; and 
 
(C) in either case, forfeiture to the United States of any personal property used or 
intended to be used to commit the offense. 
 
(2) Forfeiture procedure.— 
 

The forfeiture of property under this section, including any seizure and disposition 
of the property and any related administrative and judicial proceeding, shall be 
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governed by section 413 of the Controlled Substances Act, except for subsection 
(d) of that section. 

 
8. Title 18, U.S. Code, Section 3559(g)(l) provides, in relevant part: 
 

if a defendant who is convicted of a felony offense (other than offense of which an 
element is the false registration of a domain name) knowingly falsely registered 
a domain name and knowingly used that domain name in the course of that offense, 
the maximum imprisonment otherwise provided by law for that offense shall be 
doubled or increased by 7 years, whichever is less. 
 

9. Title 18, United States Code, Sections 1028A(a)(1) and 1028A(c)(4) provide, in 
relevant part:  

 
Section 1028A(a)(1): 
 
Whoever, during and in relation to any felony violation enumerated in subsection (c), 
knowingly transfers, possesses, or uses, without lawful authority, a means of 
identification of another person shall, in addition to the punishment provided for such 
felony, be sentenced to a term of imprisonment of 2 years.  

 
                  Section 1028A(c)(4): 
 

(c) DEFINITION.—For purposes of this section, the term “felony violation enumerated  
in subsection (c)” means any offense that is a felony violation of— 

 
(4) any provision contained in this chapter (relating to fraud and false statements), 
other than this section or section 1028(a)(7) . . . . 

 
10. Title 18, U.S. Code, Section 2 provides: 

 
(a)  Whoever commits an offense against the United States or aids, abets, counsels,   
         commands, induces or procures its commission, is punishable as a principal. 

 
(b) Whoever willfully causes an act to be done which if directly performed by him or 

another would be an offense against the United States, is punishable as a 
principal. 
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